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Threat Intelligence/Defensible Security Architecture



• Why do we need Threat Intelligence

• Threat Intelligence Strategy and Requirements

• Active Defense (consuming vs generation)

• Prioritizing Vulnerabilities

• Active Defense Tools

Todays Learning Objectives



• Understand real credible threats relative to our Business

• Assess our exposure relative to active adversaries

• Stay one step ahead of our adversaries by understanding 

their motives, capabilities and opportunities (Proactive 

not Reactive)

• Drive and prioritize Defensible Security Architecture

Why do we need Threat Intelligence



Threat Intelligence Strategy and Requirements

• Start at Policy level and the Threat Intelligence requirements of the business stakeholders (Business assets of value 
to attacker)

• Situational awareness - know your own environment and adversaries in your Threat Model relative to your business

• Need to build on a strong Security Architecture, SOC and IR infrastructure capabilities 

• Consumer vs Generating (consumer readily available TI)

• Intelligence must meet the requirements of business stakeholders consuming



Knowing When to Consume Intelligence and When to Generate It - CTI SUMMIT 2017 

https://www.youtube.com/watch?v=cW7Z9Vqsgk0

Active Defense (consuming vs generation)

• Motives

• Capabilities

• Opportunity
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The bigger picture IoA

(Campaigns vs IoC)

https://www.youtube.com/watch?v=cW7Z9Vqsgk0


Active Adversaries and how they are getting in and operating

1988 - Morris Worm

2001 – Code Red Worm

2003 – Blaster Worm

2004 – Sasser Worm

2017 – Eternalblue (MS17–010)

2019 – Bluekeep (CVE- 2019-0708)

2020 - SMBGhost (CVE-2020-0796)

2020 - SIgRed (CVE-2020-1350)

2020 - Bad Neighbor (CVE-2020-16898)



Threat Intelligence Requirement

Cyber threat intelligence requirements: What are they, what are they for and how do they fit in the intelligence cycle

https://medium.com/@markarenaau/cyber-threat-intelligence-requirements-what-are-they-what-are-they-for-and-

how-do-they-fit-in-the-79441aeca032

The CISO/CSO (Chief Information Security Officer) of your organization wants to know of any vulnerabilities that 

are being exploited in the wild that your organization can’t defend against or detect

https://medium.com/@markarenaau/cyber-threat-intelligence-requirements-what-are-they-what-are-they-for-and-how-do-they-fit-in-the-79441aeca032


Vulnerability Prioritization using Threat Intelligence

Don’t want to wait 

until here
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/cve-2020-

17051-remote-kernel-heap-overflow-in-nfsv3-windows-server/

https://go.recordedfuture.com/book

Patch Tuesday avg 100+ CVEs

What about other vendors

https://www.mcafee.com/blogs/other-blogs/mcafee-labs/cve-2020-17051-remote-kernel-heap-overflow-in-nfsv3-windows-server/
https://go.recordedfuture.com/book


Active Defense Tools

How to find C2 activity with Zeek and MITRE ATT&CK https://www.youtube.com/watch?v=oKwiyAHCZCE

https://www.youtube.com/watch?v=oKwiyAHCZCE


Thank you.


